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ABSTRACT

The rise of TikTok as a dominant social media platform has transformed digital engagement among youth.
However, it also presents significant risks, including privacy concerns, exposure to harmful content,
cyberbullying, and online predators. This study examines the relationship between TikTok usage and youth’s
vulnerability to digital risks. These frameworks explain how online behaviors are shaped by observation,
reinforcement, and perceived risk assessment. The findings highlight the necessity of digital literacy
education, stronger platform regulations, and increased parental involvement to mitigate these risks and
foster a safer online environment.
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1.0 INTRODUCTION

Social media has changed how young people talk, have fun, and show who they are. TikTok is a
key player in this. Since it started, TikTok has captured the attention of millions, especially kids
and teens, with its fun short videos and smart ways of showing content tailored to each user. The
site lets users be creative, connect with others, and even learn new things. Still, its rapid growth
raises concerns about the risks of overuse and reduced control. This is a big issue for young
users who may not get how their online actions can affect them.

TikTok helps people be creative and join in online, but it has a tricky side. Its system can put
users at risk of losing privacy, being bullied, and following harmful trends. Studies show that
apps like TikTok prioritise how many people join in over keeping them safe. They often share
trendy posts even when they can be risky. The Social Learning Theory (Bandura, 1977) says that
people, especially kids, often copy what they see. This can lead to taking part in unsafe
challenges, sharing too much personal info, and getting into risky talks. Also, the Risk Perception
Theory (Slovic, 1987) suggests that young users might not perceive online dangers clearly
because of their thinking patterns. This can make them easy targets for harm and online threats.
Even with these worries, TikTok remains a major player in youth culture.

A significant number of young people engage with TikTok daily for entertainment, social
validation, and self-expression. According to the Uses and Gratifications Theory (Katz, Blumler, &
Gurevitch, 1973), individuals actively seek media content to fulfill specific needs such as
belongingness, identity formation, and self-presentation, often prioritizing immediate
gratification over long-term benefits.

This study aims to examine the relationship between TikTok usage and youth exposure to digital
risks. Specifically, it will investigate how the duration of app usage influences online safety
practices, psychological well-being, and awareness of privacy concerns. By addressing these
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dimensions, the study seeks to contribute to the growing discourse on digital safety and provide
insights that may inform future policy development and educational initiatives.

2.0 METHODOLOGY

This study employs a quantitative research design to investigate the relationship between
TikTok use and the online risks faced by young people. A structured survey was administered to
respondents in Malaysia aged 15 to 30 to gather data on usage patterns, engagement with trends,
perceptions of privacy, and exposure to potential online threats. The survey employed a five-
point Likert scale to measure various aspects of digital behavior. The collected data were
analyzed using statistical methods, including correlation and trend analysis, to identify
associations between TikTok use and online risks. This approach aligns with prior research on
social media impacts, drawing upon studies such as Smith et al. (2018) on privacy concerns and
Lenhart et al. (2015) on the online practices of young people.

3.0 PRIVACY CONCERNS AND DATA SECURITY

TikTok's extensive data collection raises serious privacy concerns. Many young users do not
realise they share private information. Risk Perception Theory suggests that users often fail to
perceive these dangers. The app gives a false sense of safety and a hidden identity. It is key to
have better awareness and stricter rules to protect data. The Uses and Gratifications Theory
suggests that users often sacrifice privacy for fun and connection. This makes themmore open to
having their data misused (Marwick & Boyd, 2014). TikTok's data policies have been closely
examined. There are worries about how user info is used. They track what people view online,
where they are, and even some physical traits. Reports show that social media sites collect a
large amount of additional data. This data can be used for ads, spying, and predicting how we act
(Zuboff, 2019). Plus, it is hard to know how TikTok deals with user data. This makes it easy for
bad actors to steal info and misuse it, which can lead to more cases of identity theft and data
abuse (Van Dijck, 2013). Young users may not see how their online actions can come back to
haunt them later. This makes them easy targets for privacy breaches and hacker attacks.

4.0 EXPOSURE TO HARMFUL CONTENT

TikTok’s system often boosts popular posts. Some of these posts can be bad, like risky challenges
or false info. Social Learning Theory suggests that seeing these posts repeatedly can lead young
people to take more risks. It is key to find ways to better check posts and teach people more
about what is good online. This can help reduce these adverse effects. Plus, the thrill of joining
fun trends is often stronger than the risks that come with them. This can lead to careless actions
by users (Chou & Edge, 2012).

5.0 CYBERBULLYING AND ONLINE PREDATORS

TikTok's fun parts can make way for bad behavior and bullying. Lots of kids face mean
comments, duets, and direct messages. Work by Patchin and Hinduja (2019) shows that when
users can hide their names online, they feel braver to act mean since there are fewer risks.
Making the site safer and giving parents tips can help keep safe those who are at risk. The Risk
Perception Theory suggests that young users may not perceive online dangers as risks, making
them easy targets (Livingstone et al., 2018). Also, work by Whittle et al. (2013) shows that online
grooming is often slow, with bad people using trust and curiosity to trick younger users over
time. Also, research has shown that being bullied online on sites like TikTok can cause great pain,
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fear, and even lead some young kids to hurt themselves (Kowalski, Giumetti, Schroeder, &
Lattanner, 2014). Bullying online is more than just mean words; it can also mean sharing
people’s private info, pretending to be someone else, and making fun of people in videos. This
connects with what Ditch the Label (2021) found, showing that almost 42% of young folks on
social media have faced some kind of online bullying. To fix this problem, we need to try many
ways. This includes using smart tools to check content, having tougher rules for posts, and
having parents help to keep kids safe.

6.0 PSYCHOLOGICAL AND SOCIAL EFFECTS

TikTok is known for its fun and catchy content that keeps users hooked. This can lead to big
changes in how young people feel and act. Many studies show that excessive social media use
can increase stress, worry, and sadness (Twenge, 2019). The way TikTok keeps you scrolling
and gives quick rewards makes it hard to stop, which can make people act like they are addicted,
much like with gambling (Andreassen et al., 2017). Users often seek likes and comments to feel
good, which can lead to comparing themselves to others. This may hurt their self-worth and
worsen how they see their bodies (Fardouly et al., 2015). Furthermore, prolonged use of TikTok
has been shown to reduce attention spans and harm schoolwork (Rosen et al., 2013). The fun
and fast nature of short videos makes it hard for kids to think deeply and learn well, as their
minds get used to quick, easy content. Plus, less time with friends face-to-face due to too much
TikTok can hurt social skills and lead to feeling alone more often (Haidt & Twenge, 2022). To
address these mental risks, we need to be more aware, implement digital health programs, and
create ways to maintain a healthy balance between online and real-life time with others.

7.0 THE ROLE OF DIGITAL LITERACY AND PARENTAL INVOLVEMENT

To fight risks on the internet, it is key to teach kids about the digital world. A study by
Livingstone and Helsper (2007) shows that when we help young users learn about online safety,
how to set up privacy settings, and media literacy, we can reduce their risk of encountering
harmful content. Plus, parents' help is very important in guiding how kids act online. Research
by Blum-Ross and Livingstone (2018) finds that when parents and kids talk freely about social
media, it helps make online habits safer and provides a better grasp of the risks they face online.

8.0CONCLUSION

TikTok has transformed the way young people engage with the internet by providing a platform
for creativity and social interaction, while simultaneously exposing them to significant risks. This
study highlights concerns related to privacy, harmful content, cyberbullying, and mental health
challenges that can negatively impact young users. Drawing on the Social Learning Theory, Risk
Perception Theory, and Uses and Gratifications Theory, the findings suggest that many young
individuals use TikTok without full awareness of potential risks, including privacy breaches and
exposure to harmful trends. Addressing these issues requires a multifaceted approach,
encompassing the enhancement of digital literacy programs, the enforcement of stricter
platform regulations, and greater parental involvement. In addition, the integration of artificial
intelligence tools for content monitoring, the development of more effective filtering
mechanisms, and the implementation of transparent data-use policies are essential to fostering a
safer online environment. While TikTok remains a powerful medium for expression and
communication, its risks warrant serious attention. Moving forward, collaboration among social
media platforms, educators, policymakers, and parents will be critical in guiding young people
toward safer and more responsible digital practices.
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