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ABSTRACT

The Blum-Blum Shub algorithm (BBS) that uses quadratic generator produces one output per
iteration. For this reason, the proposed paper seeks to improve the efficiency of the BBS by
increasing output, that is, longer sequence of random numbers and bits taken per iteration. To
do so, this study proposes modification to the quadratic generator of the BBS with a matrix
generator by squaring matrix of 2 x 2 which generates more outputs, namely, four outputs per
iteration. Subsequently, occurrence-difference of Os and 1s of these random bits was investigated
for both generators. Results show that the occurrence-difference of 0s and 1s of the matrix BBS
generator is decreasing as number of iterations are increasing represented by its linear trendline
with negative slope. Furthermore, the comparison was made for the first digits of such random
numbers for pseudo-oscillation trend per iteration for both generators. Though random numbers
obtained from different generators, pseudo-oscillation trends of the first digits for both are
considerably quite similar.

Keywords: Blum prime, Blum integer, Blum-Blum Shub algorithm, Psesudorandom numbers,
Pseudorandom bits, PRNG, PRBG.

1 INTRODUCTION

Random numbers contribute significantly to every aspect of cryptography which are generated from
a set containing all possible values such that all the numbers in the set are uniformly distributed [1],
[2]. However, it is very difficult to generate true random numbers on computers because computers
are designed to be deterministic. For this reason, random numbers are of two forms: true random
numbers (TRNs) and pseudo-random numbers (PRNs). True random numbers depend on a physical
source of randomness to generate non-regeneratable sequences of random numbers [3]. While
pseudorandom numbers require a generator (called pseudorandom number generator (PRNG))
represented by deterministic algorithm or function based on a concept of initial condition called seed
to PRNG to produce unique regenerated sequences. Additionally, pseudorandom bit generator
(PRBG) is also deterministic generating binary sequence randomly [4, 5].
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In 1982, M. Blum explored an application of Blum integers in pseudorandom bit and so these integers
were named for him [6]. In following years, PRBG called the Blum Blum Shub (BBS) algorithm was
created by L. Blum, M. Blum and M. Shub which uses quadratic generator. To understand the
foundations of the BBS algorithm, the definitions of Blum prime number and Blum integer should be
illustrated first. Note that Blum prime number is defined by a prime number p with p = 3(mod 4).
Moreover, a positive n is a Blum integer if it is the product of two distinct Blum prime numbers p and
q such that g = p = 3(mod 4).. As for the BBS algorithm, its prime is Blum integer denoted by n. This
algorithm uses scalar as co-prime x; and its seed X, is defined by X, = ( x5)?mod n. Additionally,
the quadratic generator of the BBS generates bits based on the output of squaring terms in a sequence
producing one output per iteration [7-9].

In this work, the interested study is to modify the BBS so that it could produce more than one output
per iteration. The proposed method is replacing the quadratic generator of the BBS with a new
generator using the 2 X 2 matrix. This paper is organized as follows: The first section presents
essential concepts related to security of the BBS followed by steps taken to generate the BBS
sequence. Next section focuses on modification of the BBS. Subsequently, results and discussion of
the study and finally, conclusion.

2 BLUM-BLUM SHUB ALGORITHM

Security of the BBS is dependent on the difficulty of the quadratic residuosity problem as well as the
difficulty to factor large numbers n made up of Blum primes [10]. Therefore, this section presents the
definition of quadratic residue and theorem concerning on function f used in the BBS and steps
taken to generate random bits of the BBS [11].

Definition 1: If there is an integer 0 < x < n such that the congruence of x? = r(mod n) has a
solution, then r is said to be quadratic residue (mod n).

Note that if the congruence does not have a solution, then r is called quadratic nonresidue.
Theorem 1: Let n = pg be the product of two Blum primes. The function f such that
f: QR, — QR
x — x%(mod n).

The function f described by Theorem 1 is that f is a permutation defined from a set to the same set.
Moreover, f is a bijection since each quadratic residue has exactly one square root which is also a
quadratic residue.

The BBS generator takes the parity bit of each term in the generated sequence where random bits
are created by:

1. Choose two distinct Blum prime numbers pand g forn 3 n =p X q.
Choose a scalar x5 as co-prime to n randomly.

Define a scalar seed X, 5 as Xy s = (x5)?mod n.

Generate the first iteration X; ¢ = (X, 5)*mod n.

Convert X; s to Z; g such that parity( X; ) = X; s mod 2.

Create binary sequence as output of Z; ¢ as {X; s mod 2}.
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Next is Figure 1 that shows a block diagram of Blum-Blum Shub algorithm.

X5

}

n=pqa | Xo=(x5)’modn. | _ | Xy, =(X;)?modn > Zis; = X;»; mod 2

T l

Random bit sequence

Figure 1: Block diagram of Blum-Blum-Shub algorithm that describes steps taken to generate the BBS
sequence.

Example:

SteplLetp=3,q=7,n=pq=21.

Step 2: Let x ¢ = 100.

Step 3: Scalar seed X, g is X s= (x5)?mod n: X, =(100)?>mod 21 = 4.

Step 4: The first iteration is X; - (X, s)?>mod n: X; s—(4)?mod 21 = 16.

Step 5: Evaluate Z; 5 such that Z; ¢ =party (X;5) = X; smod 2: 16 mod 2 = 0.
Step 6: Binary sequence: {0}.

3 METHODOLOGY
This study proposes modification to the BBS algorithm replacing its quadratic generator with a
matrix M of 2 X 2 denoted by x,, and its seed S, ,, is defined by Sy = (x))?*mod n. This new
generator is called 2 X 2 matrix generator. Subsequently, sequence of random bits is created by:

1. Choose two distinct Blum prime numbers p and g for n such thatn = p X q.

2. Choose a matrix M of 2 X 2 as co-prime to n randomly with a condition of gcd(aij, n) =1.

3. Define a matrix seed Sy 4 as So yy = (xy)%mod n.

4. Generate the first iteration S; ; = (Sy y)?mod n.

5. ConvertS; y to Z; y; such that parity (S; i) = S; y mod 2.

6. Create binary sequence according to output of Z; y, as {S; yy mod 2}.

Block diagram of the modified BBS algorithm using the 2 X 2 matrix generator is shown in Figure 2
followed by an example.
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Matrix M of 2 x 2 randomly as a co-prime to n
with a condition of gcd(af”,n) = 1. The co-
prime is denoted by x ,,

!

n=pq—> Som= (cp)Pmodn || Sy = (Sjm)?modn [ —p Ziy1m = Siygm mod 2

T |

Random bit sequence

Figure 2: Block diagram of the modified BBS algorithm using the 2 X 2 matrix generator.
Example:
Stepl:Letp=3,9g =7,n=pq = 21.

13 20)_

Step 2: Let a matrix M be x; = (11 17

Step 3: Matrix M seed is S y; = (x3)?mod n:

13 20)2m0d21:(389 600)

Som = (11 - 230 200 389 mod 21 600 mod 21) _ (11 12).

mod 21:(330m0d 21 509mod21/ \15 5

Step 4: The first iteration is S; y = (So »)?mod n:

Sum = Som)?mod 21 = (¢ g)zmod 21= (300 2% mod21= (] 3)

Step 5: Evaluate Z; j; such that Z; ,, = parity (S; 1) = S; » mod 2:

7 mod 2 3m0d2)=(1 1).

Zym = parity (Sy ) = Sy mod 2: (9 mod2 16mod2) =\1 o0

Step 6: Binary sequence: {1 1 1 0}.

4 RESULTS AND DISCUSSION

Firstly, the results illustrate the comparison of occurrence of Os and 1s in the bit sequence obtained
from the quadratic BBS generator and the 2 X 2 matrix BBS generator per iterations. Second step is
comparing occurrences of the first digit of random numbers in the generated sequence per iterations
[12, 13]. Subsequently, the next step is comparing such random numbers based on the Benford’s law
per iterations [14, 15].
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4.1 Occurrence-Difference of 0s and 1s in the Bit Sequence

One of the important requirements for the PRNG is that occurrence of Os and 1s in the long output
bit sequence should be almost the same as mentioned in [16]. In this context, this means that the
PRNG is considered to perform better when the difference between occurrence of Os and 1s is closer
to 0. For this reason, this study is interested to compare occurrence of Os and 1s in the output bit
sequence obtained from the quadratic BBS and the 2 X 2 matrix BBS per 500, 600, 650 and 700
iterations as shown in Table 1 and Figure 3. Next is Figure 4 showing comparison of difference
between occurrence of 0s and 1s in the output bit sequence generated by the quadratic BBS and the
2 X 2 matrix BBS per iterations.

Table 1: Comparison of occurrence of Os and 1s in output bit sequence generated by the quadratic BBS and
the 2 x 2 matrix BBS per 500, 600, 650 and 700 iterations.

Iterations Os and 1s generated Difference  Os and 1s generated by Difference

by the quadratic BBS the 2x2 matrix BBS
0 1 0 1
500 267 233 34 848 1152 304
600 295 305 10 1237 1163 74
650 330 320 10 1246 1354 108
700 375 325 50 1391 1409 18
Occurrence of Os and 1s in the bit sequence Occurrence of Os and 1s in the bit sequence
generator by the quadratic BBS generator generated by the 2x2 matrix BBS generator
according to iterations according to iterations
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Figure 3: Comparison of occurrence of Os and 1s in the output bit sequence generated by the quadratic BBS
(left) and the 2 x 2 matrix BBS (right) per 500, 600, 650 and 700 iterations.
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Comparison: Difference between occurrence of Comparison: Difference between occurrence
Os and 1s in the output bit sequence generated of Os and 1s in the output bit sequence
- by the quadratic BBS per iterations generated by the 2x2 matrix BBS per
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Figure 4: Comparison of difference between occurrence of Os and 1s in the output bit sequence generated by
the quadratic BBS (left) and the 2 x 2 matrix BBS (right) per 500, 600, 650 and 700 iterations.

From Table 1, Figures 3 and Figure 4, 600 and 650 iterations produced by the quadratic BBS show
minimum difference between occurrence of Os and 1s in the output bit sequence and its maximum
difference happened during 700 iterations. Additionally, the linear trendline of the quadratic BBS
about the difference has positive slope. While the minimum difference happened during 700
iterations for the 2 x 2 matrix BBS and its 500 iterations resulted in maximum difference. It is
observed that the 2 x 2 matrix BBS performs such that the difference is decreasing as number of
iterations are increasing and so its linear trendline has negative slope.

4.2 Pseudo-Oscillation Trend of the First Digit of Random Numbers

The underlying reason for this section is to exhibit an internal property of coherency of generated
random numbers which is the mechanism of generator-development. The results show the
occurrence of the first digit of each random number generated by the quadratic BBS and the 2 x 2
matrix per 500, 600, 650 and 700 iterations.

Though sequences of random numbers were generated by different generators, plots concerning the
occurrence of the first digit of these numbers exhibit a pseudo-oscillation. Based on Figure 5, the first
digit 1 occurs maximally for both generators followed by other first-digits that oscillate between 17-
50 and between 99-265 for the quadratic BBS and the 2 x 2 matrix BBS, respectively. The 2 x 2 matrix
BBS generated an oscillation of the first digits that appears to be sharper compared to the first digits
produced by the quadratic BBS.

125



Applied Mathematics and Computational Intelligence
Volume 12, No. 2, Aug 2023 [120-129]

Occurrence of the first digit of random Occurrence of the first digit of random
numbers generated by the quadratic BBS numbers generated by the 2x2 matrix
- generator per 500 iterations - BBS generator per 500 iterations
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Figure 5: Comparison of occurrence of the first digit of random numbers generated by the quadratic BBS (left)
and the 2x2 matrix (right) per 500 iterations.

Next is Figure 6 showing plots for 600 iterations of the first digits obtained from both generators
resulted in an extremely small oscillation between the first digits that nearly appears as a flat line
while the first digit 1 still occurred greatly.

Occurrence of the first digit of random Occurrence of the first digit of random
numbers generated by the quadratic BBS numbers generated by the 2x2 matrix
- generator per 600 iterations - BBS generator per 600 iterations
= w®
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1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
First digit of random numbers First digit of random numbers

Figure 6: Comparison of occurrence of the first digit of random numbers generated by the quadratic BBS (left)
and the 2x2 matrix (right) per 600 iterations.

Results of occurrence of the first digit of random numbers per 650 iterations produced by both
generators are shown in Figure 7. The maximum occurrence is presented by the first digit 1
subsequently followed by a slight greater oscillation between other first digits compared to plots in
Figure 6.
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Occurrence of the first digit of random Occurrence of the first digit of random
numbers generated by the quadratic BBS numbers generated by the 2x2 matrix
- generator per 650 iterations - BBS generator per 650 iterations
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Figure 7: Comparison of occurrence of the first digit of random numbers generated by the quadratic BBS (left)
and the 2x2 matrix (right) per 650 iterations.

In Figure 8, plots of occurrence of the first digit obtained from random numbers generated by both
generators per 700 iterations show that maximum occurrence of the first digit is 2 followed by
obvious oscillation between other first digits.

Occurrence of the first digit of random Occurrence of the first digit of random
numbers generated by the quadratic BBS numbers generated by the 2x2 matrix

- generator per 700 iterations - BBS generator per 700 iterations
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Figure 8: Comparison of occurrence of the first digit of random numbers generated by the quadratic BBS (left)
and the 2x2 matrix (right) per 700 iterations.

5 CONCLUSION

In this approach, the modification is made to the quadratic BBS generator using the 2 x 2 matrix that
is by squaring the matrix which increases output per iteration. The matrix BBS performs in such a
way that number of iterations taken by it is inversely proportional to occurrence-difference of Os and
1s obtained from the generated binary sequence. In addition, the matrix generator performs just as
well as the original where pseudo-oscillation trends of the first digits of the generated random
numbers are considerably quite similar with the original.
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